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Decision/action requested

Approve the pCR below
2
References
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Rationale

Propose a new solution for KI#1.
4
Detailed proposal
*** BEGIN CHANGES ***
6.Y
Solution #Y: Dynamically generate UE subscription data for S&F operations
6.Y.1
Introduction

This solution addresses Key issue #1: Security protection in Store and Forward Satellite Operation. 
The principle of the solution is:
1.
Satellite is provisioned with the security materials that can derive UE authentication key (root key in the USIM) and some UE subscription schemes (templates) for generating UE subscription data.
2.
UE is provisioned with parameters for deriving UE authentication key and parameters for selecting UE subscription schemes.
3.
Satellite generates UE subscription data based on the generated UE authentication key and selected UE subscription scheme. The satellite uses newly generated UE subscription data and existing 3GPP authentication procedure to authenticate UE.
6.Y.2
Solution details

The procedure of dynamically generating UE subscription data for S&F operations is shown in the following figure.

[image: image1.emf]S-eNB/S-gNB 4GC/5GC UE S-4GC/S-5GC

2.Generate UE 

subscription data

Satellite

0.a.Provision security materials for UE authentication 

key derivation and UE subscription schemes

0.b.Provision parameters for UE authentication key derivation and UE subscription scheme selection

1. Attach/Registration request (Parameters for key derivation 

and scheme selection)

4. NAS SMC

5. Downlink/Uplink data

3. UE authentication

 Figure 6.Y.2-1: Procedure of dynamically generating UE subscription data for S&F operations
0.
The 4GC/5GC provisions UE authentication key derivation security materials and UE subscription schemes to the network elements on satellites (S-4GC/S-5GC). The UE authentication key derivation security materials are used to derive UE authentication key based on the parameters provided by the UE. The UE subscription scheme is used to generate UE subscription data based on UE identity and/or parameters provided by UE for scheme selection.
The 4GC/5GC provisions parameters for UE authentication key derivation and UE subscription scheme selection to UEs.

NOTE 1:
The details of UE authentication key derivation security materials and UE subscription schemes will be specified in the normative phase.
NOTE 2:
The details of UE authentication key derivation parameters and UE subscription scheme selection parameters will be specified in the normative phase.
1.
When the UE connects to a satellite, it sends attach/registration request to the satellite, which includes the parameters for UE authentication key derivation and UE subscription scheme selection.

In 5G system, if privacy protection is required, SUCI may be extended to carry these parameters.

2.
The satellite:

Uses the UE authentication key derivation security materials and the related parameters from the UE attach/registration request to derive the UE authentication key.
Uses the related parameters from the UE attach/registration request to select a subscription scheme for the UE.
Generates the UE subscription data based on the derived UE authentication key and selected UE subscription scheme.
3.
The satellite uses the newly generated UE subscription data to perform UE authentication procedure with the UE.
4.
The satellite and the UE execute NAS SMC procedure.

5.
The satellite and UE exchange downlink/uplink data through established security connection. After disconnecting, the satellite does not need to save UE context and subscription data.
6.Y.3
Evaluation

Editor’s Note: Further evaluation is FFS.
This solution uses the existing solutions specified in 4GS/5GS to achieve authentication and communication security, thus meeting the requirements of Key Issue #1.
The advantages of this method are:
-
No changes to the existing authentication and NAS/AS security procedures.
The drawbacks of this method are:
-
UE authentication key derivation security materials need to be pre-configured in the satellites.
-
Protocol needs to be changed in order to transmit new defined parameters from UE to satellite.
*** END OF CHANGES ***
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